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CONTROL OF CRYPTOMATERIAL

1. PURPOSE

2. SCOPE

3. DEFINITIONS

For the purpose of these regulations the following definitions apply:

691 3

This booklet outlines the policy related to the basic procedures within the 
Department of the Army for inventory control of cryptomaterial.

b. Direction and guidance for field offices of record and issue, and using 
units, of cryptomaterial.

£. The forms for requisitioning, accounting, and control of cryptomaterial. 
The appendix contains detailed guidance for use of these forms under various 
situations.

a. Procedures for requisitioning, accounting, and inventory control of 
cryptomaterial.

i

'0

This booklet pertains to the inventory control, requisition, distribution, 
and accounting for cryptomaterial. Procedures contained herein will be follow­
ed by field offices of record and issue and using units throughout the Army in 
the handling of all types of communications security material. (Regulations 
prescribing policies and procedures for the safeguarding of cryptomatter within 
the Department of the Army are contained in AR 380-40.) Specifically these 
regulations prescribe--

a. Administrative Crypto-Account. An account which is established for 
holders of cryptodocuments which will be used for reference purposes only, and 
is not operational in nature.

d. Command Issuing Office (CIO). An organization specifically authorized 
to provide cryptologistic support to a specific command or area.

c. Central Office of Record. The primary activity at department or national 
level charged with maintaining positive and continuing control over all clas­
sified cryptomaterial received or produced by that department or agency. The 
Communications Security Directorate, US Army Strategic Communications Command 
(USASCC) is the activity designated as the central office or record for the 
Department of the Army.

b. Communications Security (COMSEC). The protection resulting from all 
measures designed to deny to unauthorized persons information of value which 
might be derived from the possession and study of communications, or to mis­
lead unauthorized persons in their interpretation of the results of such a 
study. Communications security includes transmission security, cryptosecurity, 
and physical security of cryptomatter.



A combining term which includes both cryptomaterial and

copy number affixed there­

in

4. SENSITIVITY OF CRYPTOMATTER
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j. Cryptomatter. 
crypto-informat ion.

to safe-
Control

♦

L

h. Cryptologistic Support, 
source of supply, distribution, 
accounting.

k. Distribution Authority (DISTRA). An activity established by the respon­
sible commander to provide cryptologistic support as necessary and appropriate 
to designated organizations.

1_. Field Army Issuing Office (FAIO). An organization, organic to the field 
army, capable of providing cryptologistic support for that army.

or authentica-

Office of Record and Issue. An organization authorized to distribute 
and be responsible for accounting control of cryptomaterial.

e. COMSEC Regional Issuing Office (CRIO). Activities established at des­
ignated CONUS Signal depots to provide cryptologistic support to specrtre 
regions within the Army.

Cryptomatter is considered sensitive because of the need-to-protect clas­
sified defense information encrypted in any given cryptosystem and 
guard Department of Defense cryptoprinciples against exploitation 
over classified cryptomatter from the instant it is produced until it is

jl. Cryptomaterial. All material, including documents, devices, and/or 
equipment or apparatus essential to the encryption, decryption, 
tion of electrical communications.

£. Crypto-Account. An account maintained by an authorized holder of crypto 
material for which periodic accounting is required.

g. Crypto-Information. Knowledge or facts pertaining to cryptographic and 
crypto-analytic processes, methods, equipment, etc.

The functions of obtaining cryptomaterial from 
storage, maintenance, inventory control, and

accountable officerdestruction, of cryptomaterial; normally a/

H* Registered. When applied to cryptomaterial, indicates that such ma­
terial bears a register number and must be accounted for periodically to the 
office of record and issue.

m. Nonregistered (NR). When applied to cryptomaterial indicates that such 
material does not require crypto-accounting to the office of record and issue 
beyond initial receipt. (Property accountability is required for equipment 
in accordance with AR 735-35.)

n. Nonregistered Accountable (NRA). When applied to cryptomaterial indi­
cates that such cryptomaterial must be accounted for periodically to the 
office of record and issue, either by the serial or 
on, or by quantity only.

H- Witnessing Officer. An individual other than the 
who witnesses the inventory, or 
officer or warrant officer.



5. NEED-TO-KNOW
«

6 RESPONSIBILITIES

7. ECHELONS OF CRYPTOLOGISTIC SUPPORT

USASCC is the principal cryptologistic support

b. Major Commands.

c. Field Army.
Distribution

re-
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A CIO provides cryptologistic support to elements within 
the theater or area of support responsibility.

a. Department of the Army.
agency and the central office of record for cryptoraaterial accounting.

(1) This organization is established when required by the theater com­
mander in close coordination with the USASCC to provide cryptologis­
tic support to the th'- '■er.

d. Continental United States. COMSEC regional issuing offices may be 
established to provide cryptologistic support to specified regional areas. 
Distribution authorities may be established within Zone of Interior armies or 
command areas to provide cryptologistic support within the Army or command 
area.

___  A FAIO may be established at field army level to provide 
cryptologistic support to all elements of the field army.
authorities may be established by the Army commander at lower echelons as 
quired.

The Commanding Officer, USASCC has been designated to act for the Department 
of the Army in matters pertaining to cryptologistic support, and specific 
responsibilities .re contained in AR 10-128. The commander of a major command 
or area will establish a cryptologistic support facility adequate to meet his 
requirements. He is responsible for maintaining a proper organization to op­
erate the activity, for adequate manning of the organization, and for provid­
ing secure and adequately equipped facilities for its operation.

properly disposed of is a paramount necessity, hence procedures for safeguard­
ing and accounting must be established and followed in detail. While it is 
essential to preserve a common sense attitude towards security, it is equally 
essential to recognize the special sensitivity of cryptomatter, and the neces­
sity for strict account control. The attainment of the desired balance between 
security and operational effectiveness requires intelligent direction by those 
in responsible positions and constant vigilance in the performance of duty by 
all subordinates.

(2) A CIO is accountable to USASCC for all material issued to the 
organization, as well as that material provided supported units, 
when cryptomaterial accounting is required. All organizations 
served by a CIO are accountable to the CIO for such cryptomaterial.

The sensitivity of cryptomatter dictates that it be made available only to 
those persons whose official duties require such possession. No person is 
entitled to knowledge or possession of or access to cryptomatter solely be­
cause of his office, position, or security clearance.



8. FUNCTIONS OF CRYPTOLOGISTIC SUPPORT

3

Cipher machines, devices.

(3 } Crvj> tonet t ing.

o
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The assignment of identical systems to organizations 
requiring secure intercommunication.

assigning specific types and amounts of 
Three factors considered during the

— • **r°curement■ As used in these regulations, procurement embraces the 
requisitioning and receipt of cryptomaterial based on current and anticipated 
needs.

£• Allocation. The process of 
cryptomatarial to using organizations, 
allocation process are---

b. Storage. 1. ’...I 
serving the physical security requirements 
prescribed by AR 380-40.

The functions of crypt^logistic support are procurement, storage, alloca­
tion, distribution, maintenance, inventory control, accounting, and inspection. 
To some extent these functions are present at all echelons where cryptomaterial 
is used or supplied. The scope of these functions is substantially as follows;

(?.) Communication charac ter is tics. These include the method of trans­
mission, the type and volume of traffic, and the speed, reliability, 
and security desired by the commander.

d,. Distribution-, The assembling, packaging, and shipping of cryptomaterial. 
Security requirements for packaging and transporting are contained in AR 380- 
40.

Cryptomaterial storage Includes receiving, checking, and ob-
> on handling of the material as

_f. Accounting. The maintenance of continuous account control maintained 
over registered and nonregistered accountable cryptomaterial through the 
establishment of crypto-accounts and the maintenance of receipt, transfer, 
possession, and destruction records.

h. Cryptologistic Inspection. A duly authorized examination of the adequacy 
of every phase of cryptologistic activity being performed by the Installation 
or unit being inspected.

e. Repair and Maintenance. Instructions concerning the repair and mainte­
nance of cryptographic equipment and devices used within the Army are contained 
in separate regulations. See AR 750-series.

(1) Cryp iomaterial availability. Cipher machines, devices, instructional 
documents, and keying material which are authorized for use and 
available for issue, and certain material received from the Depart­
ments of the. Navy and Air Force, nonmilitary organizations, and 
allied nations.

g. Inventory Control. A system of crypto-account control which provides 
supply, issue, and possession control.



to the size

10. SUPERVISORY RESPONSIBILITIES

(1) All aspects of operation of the issuing office.

(3) Advising

order to keep abreast of changing requirements.
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The signal officer responsible for providing a command with cryptologistic 
support exercises direct control over the cryptologistic support organization 
established within the command.

on cryptologistic matters.

(6) Contacting all units entering or' departing the command to obtain an 
accounting of cryptomaterial brought into or being taken out of the 
command• and to provide assistance in cryptologistic matters if need­
ed.

(4) Establishing and maintaining sufficient stocks of cryptomaterial to 
meet the requirements of supported forces. This includes the fore­
casting of requirements sufficiently in advance to allow for pro­
curement and issue of the required material.

(5) Establishing and maintaining liaison with supported commanders in

Consistent with the determination of the supported command, as 
of the organization or area to be served, a cryptologistic support organization 
will perform all functions associated with requisition, receipt, storage, is­
sue, and maintenance of and accounting for cryptomaterial. The size of the 
cryptologistic support organization required will be dependent upon workload. 
While a CIO serving a major theater might find it necessary to employ three or 
four officers to staff the cryptologistic support organization, a small dis­
tributing authority may be able to perform these functions efficiently with a 
start of one or two officers. Similarly, the number of enlisted or civilian 
personnel required for operations is dependent upon the workload. In addition 
to operations personnel, administrative personnel are assigned as required to 
perform purely administrative functions such as organization supply, mainte­
nance of data for and the preparation of time, attendance, budget, and fiscal 
reports. Preferably, officers experienced in cryptologistic •'■■upport operations 
should be placed in charge of cryptologistic support faci iti'cs. Ail key 
supervisory personnel should have cryptologistic support operations experience, 
and be properly cleared in accordance with AR 604-5, prior to assignment to 
the cryptologistic support organization. Custodians in cryptologistic support 
organizations should have cryptocustodian experience and must be appointed on 
orders in accordance with paragraph 13. Commanders should bear in mind that 
undermanning of a cryptologistic support facility, or manning with inexperi­
enced personnel, is not only a serious threat to the security of communications 
and cryptomaterial, but may jeopardize the mission and operations of the com­
mand ,

(2} The requisition, receipt, storage, allocation, distribution, account­
ing, and maintenance of cryptomaterial required for the command.

a. The officer-in-charge of a CRIO, CIO, FAIO, or DISTRA, is under control 
and supervision of the command signal officer. He will be appointed in ac­
cordance with paragraph 13. He is responsible for--

9. MANNING OF CRYPTOLOGISTIC SUPPORT ORGANIZATIONS



as

r

(1. The accounting officer is responsible for--
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(10) Establishing procedures and providing assistance for opening and 
closing of crypto-accounts.

(1) Receiving, checking, receipting for, and the placing in secure 
storage all cryplomaterial received.

(4) Maintaining optimum inventory reserves to meet special and contin­
gency requirements.

(2) Maintaining accurate and current records of all cryptomaterial 
transferred to, received from, or destroyed by subordinate crypto­
accounts .

(11) Preparation of all emergency and disaster plans for the cryptologistic 
support facility.

(12) Establishing and implementing procedures for the clearance, account­
ability wise, of relieved subordinate cryptocustodians.

(9) Keeping the office from which material is received advised of chang­
ing requirements, and of significant changes in the command or office 
of record and issue which affects cryptologistic operations and sup­
port.

(8) Allocating and providing cryptomaterial to meet requirements of sup­
ported units.

(2) Accounting for accountable cryptomaterial by maintaining current 
inventory records (DA Form 2003), documents removed records (DA 
Form 2004); and hand receipts for cryptomaterial (DA Form 2005); and 
the submission of possession and destruction reports (DA Form 223) 
as required.

(3) Destruction of excess, superseded, or obsolete cryptomaterial 
required or directed.

£. The distribution officer is responsible for all actions involving the 
distribution and shipment of cryptomaterial including the maintenance of 
allocation and distribution records (DA Forms 2006 and 2007), shipping records 
(DA Form 2002), and the preparation of transfer reports (DA Form 223).

(7) Establishing and implementing requisitioning, distribution, account­
ing, and maintenance procedures to be followed by units within the 
command or area in consonance with procedures contained herein; in 
appropriate cryptopublications; and in accordance with command policy.

(1) Maintaining accurate and current records of all cryptomaterial re­
ceived, held, transferred, or destroyed by the office of record and 
issue.

b. The cryptocustodian of a CRIO, CIO, FAIO, or DISTRA will be appointed in 
accordance with paragraph 13. As the cryptocustodian, this officer is the 
accountable officer for registered and nonregistered accountable cryptomaterial 
received and held by the office of record and issue. He is responsible for--



(3) Taking action to reconcile discrepancies appearing in reports.

11. ESTABLISHING A CRYPTO-ACCOUNT

12. CRYPTO-ACCOUNT NUMBERS

13. APPOINTMENT OF CRYPTOCUSTODIANS
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Prior to the issue of accountable cryptomaterial to an organization, the 
cryptocustodian and alternate for each 

A completed DA Form 2012

(5) Monitoring and auditing accounting records and the clearance of 
crypto-accounts upon change of cryptocustodians or deactivation of 
the account.

(4) Preparation of reports of the status of cryptomaterial held by the 
office of record and issue and subordinate holders for submission 
to the office from which the cryptomaterial was received.

The signal officer responsible for providing the field army command or area 
with cryptosupport is the principal advisor to that command or area concerning 
cryptomaterial requirements, availability of materials, for procedures in 
establishing an account, and requisitioning procedures. The requirements of 
section II, AR 380-40 will be met, where applicable, before cryptomaterial 
will be distributed to the requesting organization, in consonance with proce­
dures contained herein.

commander will appoint, on orders, a
crypto-account. (See also par 24a, AR 380-40).
(Appointment of Cryptocustodian or Alternate) (fig 20), signed by the command­
ing officer or organization adjutant, will be forwarded to the office of rec­
ord and issue. The submission of appointing orders is not required with DA 
Form 2012.

For example, if the crypto- 
the holders will be as- 

A CRIO and CIO will be assigned 
master list maintained by the central office of 

record, USASCC. In addition, a block of crypto-account numbers will be al­
located to each CRIO and CIO for assignment to field army issuing officers, 
distribution authorities, and holders directly supported by the CIO. Field 
army issuing offices and distribution authorities will also assign account 
numbers to units serviced by them by adding a 
count number.

To simplify cryptomaterial accounting and to assist in its control, each 
organization requiring registered or accountable cryptomaterial will be as­
signed a crypto-account number. If a unit is redesignated or the mailing 
address is changed, the office of record and issue will be notified immediate­
ly by official correspondence. Units receiving material direct from USASCC 
will be assigned a crypto-account number by that Agency upon establishment of 
a crypto-account. Distribution authorities within the continental United 
States will assign crypto-account numbers to units served by them by adding 
a suffix to their own crypto-account number, 
account number of the distribution authority is 000, 
signed numbers in a series beginning 000-1. 
crypto-account numbers from a 

In addition,

suffix number to their own ac- 
All accounting reports, correspondence, and records pertaining 

to registered or accountable cryptomaterial will refer to the assigned crypto­
account number. If a unit is redesignated, the office of record and issue 
will be notified promptly.



14. RESPONSIBILITIES OF CRYPTOCUSTODIANS

15 CHANGE IN CRYPTOCUSTODIANS

Whenever

16. INVENTORY AND CLEARANCE OF A CRYPTO-ACCOUNT
new cryptocustodian,

17. ACCOUNTING REPORTS AND RECORDS
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a. Reports. The three principal types of accounting reports required for 
handling cryptomaterial are the transfer, possession, and destruction reports. 
DA Form 223 (Report of Cryptomaterial) (Reports Control Symbol SIG-138) is a 
multipurpose report which, when properly executed, functions as any one of 
these reports. DA Form 223 is distributed through normal publications supply 
channels. Except for components of major items which should be listed imme­
diately following the major item listing, cryptomaterial will be listed in 
alphabetical and numerical order or. DA Form 223, which will be submitted ac­
cording to the instructions contained in the appendix. Record copies of all 
reports will be maintained and filed in chronological order. Debit and credit 
voucher registers may be maintained for recording cryptomaterial accounting 
transactions. As an exception, the USASCC will use DA Form 223-1 (RCS SIG-138) 
in lieu of DA Form 223 for the issue of cryptomaterial.

b. Records. The basic records maintained by accounting activities are the 
items register and the holder record. The former records the status of regis­
tered or accountable cryptomaterial by individual item, from its receipt until 
its disposition; the latter lists cryptomaterial holdings by unit and gives 
other pertinent information concerning the crypto-account. Other records de­
signed to enhance the security and accuracy of the cryptologistic system are 
prepared and maintained at various echelons. They include flyleaf receipts,

a change in the cryptocustodian or alternate is anticipated, in­
formation to this effect will be forwarded to the office of record and issue. 
Except in cases of unforeseen emergencies, notification of anticipated changes 
will be dispatched by message at least 7 days, or at least 10 days by letter, 
in advance of any transfer of cryptomaterial. Information required by para­
graph 13 will be included in notifications of change of cryptocustodians. The 
submission of appointing orders is not required with DA Form 2012 (fig 20). 
Procedures for transfer of cryptomaterial under unusual circumstances are 
contained in paragraph 25, AR 380-40.

Prior to the transfer of cryptomaterial to a new cryptocustodian, a com­
plete physical inventory of cryptomaterial will be accomplished jointly by the 
respective cryptocustodians. When this is not possible, the provisions of 
paragraph 25c/4), AR 380-40 apply. (See par 19b regarding nonregistered (NR) 
cryptomaterial.) The cryptocustodian being relieved will not depart from the 
organization until the inventory has been completed, the signed transfer report 
(DA Form 223, (Report of Cryptomaterial)) has been forwarded to the central 
office of record or the office of record and issue as appropriate, and a 
clearance of the crypto-account has been received from the central office of 
record or the office of record and issue as appropriate.

The cryptocustodian is the accountable officer for registered and nonregis­
tered accountable cryptomaterial held by a using unit and is responsible for 
all functions contained in paragraphs 10a, b, and £ so far as they pertain to 
the mission of the unit.



C. Classification.

(2) Blank forms are unclassified.

18. ACCOUNTING FOR CRYPTOMATERIAL TO OR FROM OTHER THAN ARMY SOURCES

19. ACCOUNTING FOR NONREGISTERED CRYPTOMATERIAL

11691

b. Nonregistered Cryptomaterial, 
not require accounting beyond inicial receipt, 
transfer report at 
In certain cases a 
number will not be entered on crypto-accounting reports. 
material has 
of record and issue is not required. . 
counted for as required by regulations

reports will be classified in accordance with AR 380-40. 
---3 appear on accounting reports, care will be 
assignment of the proper classification to such

(1) Accounting j-----
When classified remarks 
taken to insure the 
reports.

Nonregistered cryptomaterial which does 
will be identified on the

the time of issue by the abbreviation NR (nonregistered). 
number will appear on the cryptomaterial; however, this 

. After NR cryp to- 
been receipted for initially, further accounting to the office 

Such items will be controlled and ac- 
; on security and property accountability.

1 ets charts, file of custodian's signatures, etc. Their specific uses are 
system1161 etat ' t^le sections covering operation of the crypto support

When cryptomaterial is transferred between a United States Army organiza­
tion and another United States Military service, a United States Government, 
agency, or a military service of an allied government, the initial receipt is 
normally the only accounting required between the services, agencies, or 
governments. The receiving service, agency, or government incorporates the 
cryptomaterial received into its crypto-accounting system. The issuing agency, 
service, or government drops from accountability any cryptomaterial transferred 
out of its jurisdiction (situations 19 and 27, app). Reports of compr ■ vise of 
such cryptomaterial will be through the same channels as required for report­
ing compromises of regularly issued cryptomaterial.

Certain items of cryptomaterial are issued without a register number. 
These items are subdivided into two categories, nonregistered accountable 
(NRA) for which accounting is required, and nonregistered (NR) for which 
crypto-accounting is not required after initial receipt. Accountability tor 
nonregistered cryptomaterial is determined by the Commanding Officer, USASCC.

a. Nonregistered Accountable (NRA.) Cryptomaterial. For reasons of control 
these items of cryptomaterial require full accounting. Generally these items 
bear a copy or serial number which is prefixed by the word nonregistered. 
When issued, these items will be listed on the- transfer reports by the abbre­
viation NRA followed by the copy or serial number contained on the nameplate, 
if equipment or printed on the cover, if a document. The NRA items which do 
not contain identifying copy or serial numbers will be identified on the trans­
fer reports as NRA, but will be listed by quantity only (fig 7). Cryptoma­
terial designated as NRA required exactly the same accounting as that required 
for registered cryptomaterial.



20. RELIEF FROM ACCOUNTABILITY

21. DISPOSITION OF CRYPTOMATERIAL

specific instance.

Where re-

22. ORGANIZATIONAL MOVEMENT

/i

0

12

£. Transfer of Cryptomaterial to Other Elements of the Department of De- 
fense.____ Cryptomaterial will not be transferred from any element of the Depart­
ment of the Army to another agency, service, or organization of the Department 
of Defense without the approval of the Commanding Officer, USASCC, in each

Request for release and transfers should be addressed to 
the Commanding Officer, USASCC, for further action.

a. Excess Cryptomaterial or Inactivation of Crypto-Accounts. Requests for 
disposition instructions for cryptomaterial will be submitted to the office 
of record and issue.

b. Transfer of Cryptomaterial Within the Department of the Army. Using 
organizations desiring to transfer cryptomaterial directly to other using 
units will effect prior coordination with the appropriate office(s) of record 
and issue and intended recipient unit(s). The office(s) of record and issue 
and recipient unit(s) will insure that necessary security prerequisites are 
met and that the proper transfer of accountability and resupply of crypto­
material is accomplished.

£. Organizations Moving Between Oversea Commands. Organizations will ac­
complish the actions outlined in a above (STRAC units comply with a or b 
above, as appropriate), with the exception that the possession reports will 
be prepared and submitted in accordance with situations 6 and 12, appendix.
691

d. Release of Cryptomaterial Outside the Department of Defense. 
lease of cryptomaterial outside of the Department of Defense is concerned the 
provisions of paragraph 18, AR 380-40 apply.

When accountable cryptomatter has been lost, stolen, or inadvertently de­
stroyed, relief from accountability may be granted only by authority of the 
Chief, USASA. See section VII, AR 380-40.

a. Organizations Other Than Strategic Army Corps (STRAC). When being de­
ployed overseas these organizations will properly pack and return to the of­
fice of record and issue, all machines, devices, associated equipment, and 
general documents which are not TOE cryptomaterial or associated TOE crypto­
material. Keylists will be destroyed and destruction report submitted to the 
office of record and issue. An inventory of all TOE cryptomaterial which is 
to be carried with the organization will be accomplished and a possession 
report prepared and submitted in accordance with situation 5, appendix 
together with a copy of the movement orders for each copy of the possession 
report. On arrival at the oversea destination the cryptocustodian will con­
tact the appropriate office of record and issue for the purpose of establish­
ing a crypto-account. A possession report will then be prepared and submitted 
in accordance with situation 11, appendix.

b. STRAC Organizations. STRAC organizations will comply with the above 
with the exception that keying material and special purpose cryptomaterial^ 
which is unique to the organization may, if required, accompany the units.



23. DISPOSITION OF CRYPTOMATERIAL RECORDS

24. REQUISITIONING PROCEDURES

25. MEANS

This form consists of 7

1 Permanent Record CopyCopy No.

2 Requestors Advice CopyCopy No.

3 Distribution File CopyCopy No.

4 Stock Control File CopyCopy No.

5 Requirements Suspense CopyCopy No.

6 Requestors Suspense CopyCopy No.

7Copy No. Utility Copy

b. When the request by

26. PROCEDURES FOR EXECUTION OF FORMS
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The disposition of cryptomaterial records will be effected in accordance 
with AR 345-274.

a. DA Form 2436 (Cryptomaterial Requisition and Issue/Shipping Document) 
will be utilized for requisitioning cryptomaterial, 
copies as follows:

Paragraphs 24 through 28 describe the requisitioning procedures to be em­
ployed within the Army for procurement of cryptographic material. All requi­
sitions for cryptographic material will be submitted through the appropriate 
echelon of cryptologistic support (par 7-10).

a using unit is too complex for explanation or 
clarification on the requisition form, or when a request received by the of­
fice of issue requires further justification, explanatory correspondence may 
be attached to the requisition.

£. Other Organizational Movements. Reporting procedures for the movement 
of cryptomaterial which are described above will be accomplished in accordance 
with the appropriate situation number as set forth in the Possession Reports 
section of appendix.

ci. Organizations Participating in Exercises. Exercise plans, manuever 
plans, or orders issued by the maneuver director will govern units participat­
ing in exercises.

a. Request for Initial Issue. The local signal officer should be consulted 
to determine the type of cryptomaterial required, based on communications se­
curity requirements, and the appropriate echelon of cryptologistic support. 
After this determination, and after the applicable requirements of sections II 
and III, AR 380-40, have been met, the appointed cryptocustodian will complete 
parts 1 through 3 and parts 5 through 10, section I, and columns a, b,.and d, 
section II as applicable, and forward copies 1 through 5 to the appropriate 
echelon of support. Copies 6 and 7 will be retained by the requestor. Copy 7 
may be destroyed by the requestor if not required for records (figs 21 and 22).



set forth in c below (fig 23).

d. Classification.
See paragraph 27, AR

27. OFFICE OF RECORD AND ISSUE ACTION

a. C°Py 1--Permanent Record Copy.

b. Copy 2--Requestor Advice Copy.
as

*

28. REQUESTS FOR EQUIPMENT

equipment will
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 This copy will be retained by the office 
of record and issue after all transactions have been annotated thereon.

DA Form 2436 is unclassified except when information 
entered thereon requires a security classification. 
380-40.

Requests for initial issue or for additional cryptographic c 
reflect the TA or TOE authorization or the approved class IV Project 
(AR 105-22), as applicable, in part 9, section I of the requisition form.

Upon receipt of requisition by the office of record and issue, appropriate 
supply action will be taken, the appropriate portions of sections II and III 
will be completed and copies 1 through 5 will be distributed as follows:

____________ This copy will be annotated with supply 
action, shipment date, voucher number, etc., and returned to the requestor 
a matter of information.

e. Copy 5--Requirements Suspense Copy. This copy will be retained in sus­
pense by the requirements facility of the office of record and issue pending 
complete processing and return of copy 1, at which time copy 5 will be destroy­
ed .

d. Copy 4--Stock Control File Copy. If appropriate, this copy will be re­
tained by the stock control (allocation) facility of the office of record and 
issue as a matter of record.

b. Request for Additional Material. The cryptocustodian of the activity, 
requiring additional material, or additional copies of existing material, will 
complete parts 1 through 3 and parts 5 through 10, section I, and columns a, 
b, d and g, section II, as applicable, and forward copies 1 through 5 to the 
office of record and issue. Copy 6 will be retained by the requestor and copy 
7 will be destroyed if not required as set forth in c below (fig 23).

c. Copy 3--Distribution File Copy. This copy will be retained by the dis­
tribution facility of the office of record and issue as a temporary record if 
required.

c_. Request for Resupply or Replacement. The cryptocustodian of the activity 
requiring resupply of one-time systems, key card systems, or other material 
not issued on a routine basis, or replacements for defective material, will 
complete parts 1 through 3 and parts 5 through 10, section I, and columns a, 
b, c, d and g, section II, as applicable, and forward copies 1 through 5 to 
the office of record and issue. In the event requests for resupply are for 
point-to-point systems (one-time and key card systems), copy 7 will be for­
warded to the distant station as a matter of information. Copy 6 will be 
retained by the requestor (figs 24, 25, and 26).



29. CRYPTO-ACCOUNT

the nearest signal office.

30. SOURCES OF CRYPTOMATERIAL

31. USE OF ROTARY LOCKED POUCHES

32. RESPONSIBILITIES
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b^. Each SIGJON holder will notify the responsible personnel in the United 
States Post Office serving the headquarters, post adjutant's office, or mail 
rooms of the military installation, and any other personnel in the headquarters 
through whose hands the rotary locked pouch may pass, that all such pouches 
must be forwarded unopened direct to the officer named in the address on the 
pouch tag.

is variously known as a cryp to-
The source for cryptomaterial for an or- 
its geographical location and the type and
The establishment of an account, that is,

Using units within CONUS will receive cryptomaterial either from USASCC or 
from the distribution authority established to serve the area or command in 
which the unit is located. Oversea organizations will receive cryptomaterial 
from the command issuing office, a field army issuing office, or from a dis­
tribution authority. Certain units in oversea areas will receive cryptoma­
terial directly from the USASCC.

a. Commander. Commanders receiving cryptomaterial will comply with the con­
tents of these regulations and AR 380-40, particularly with regard to the se­
lection and appointment of cryptocustodians, the provisions of secure storage 
and working areas, and adherence to prescribed methods for cryptomaterial 
handling and accounting.

lhe organization using cryptomaterial 
account, a holder, or a using unit, 
ganization or office will depend on 
extent of its cryptoniaterial needs.
the procedures which must be followed to qualify for and receive the cryptoma­
terial necessary to insure communications, will normally begin by contacting

a. Certain organizations within the continental limits of the United States 
will receive cryptomaterial through postal service channels by means of a 
rotary locked pouch. The pouches are secured by means of a special rotary 
lock, known as a CS lock. The key for this special lock is known by the short 
title SIGJON.

c. Pouches will be opened immediately upon receipt. The CS lock number and 
the CS lock indicator reading will be compared with the number and reading 
indicated on the Pouch Information Sheet (DA Form 2293) inclosed in the return 
addressed cloth bag in the pouch. If a discrepancy exists, report in accord­
ance with the effective edition of KAG-l/TSEC (see instructions on the Pouch 
Information Sheet). If the pouch is not to be used immediately for returning 
material, and no discrepancy exists, the pouch will be returned to the local 
post office and the Pouch Information Sheet will be destroyed. The CS lock 
will be returned to the US Army Strategic Communications Command in the return 
addressed cloth bag inclosed in the pouch. The pouch will not be used for the 
shipment of cryptomaterial to organizations other than the office of record 
and issue, nor will it be used for the transmission of material other than 
cryptomaterial. Under no circumstances will correspondence or accounting re­
ports, other than those accompanying a shipment, be transmitted by pouch.



b. Cryptocustodians. The unit cryptocustodian will--

(1) Maintain the following records:

(a) Package receipts file for material shipped by the unit.

(b) Cryptomaterial Items Register (DA Form 2011) (fig 15).

(£) Accounting reports file in chronological order.

(d) Cryptocorrespondence file.

con-

fa) Transfer reports (DA Form 223) (fig 12).

(l>) Destruction reports (DA Form 223) (fig 17).

(c) Possession reports (DA Form 223) (fig 18).

(d) Flyleaf receipts (fig 19).

33. HANDLING AND ACCOUNTING PROCEDURES

Upon receipt of cryptomaterial, the unit

(1) Inspect packages and sign package receipt.

(3) Place cryptomaterial in secure storage.

*.

(5) Record the receipt

(6) File copy of the transfer report in the accounting reports file.

Material to be transferred will be processed

(1) Remove material from protective storage.

(3) Properly crate or package material.

691 16

(2) Prepare the following reports in accordance with instructions 
tained in the appendix:

(2) Prepare transfer report (suspense copy to be retained until signed 
report received).

a. Receipt of Cryptomaterial, 
cryptocustodian will--

(4) Sign original copy of the transfer report and return it to the office 
of record and issue within 48 hours. (Transfer reports accompanying 
cryptomaterial which is not issued through regularly established 
channels will contain specific processing information or reference.)

on the Cryptomaterial Items Register.

(2) Open packages and carefully check the contents against the inclosed 
transfer report. Note any special instruction or remarks contained 
thereon.

b. Transfer of Cryptomaterial, 
as follows:



(4) Prepare courier receipt.

(5)

(6) File returned transfer report.

See AR 380-40.

The third copy of

d. Inventory of Cryptomaterial.

The crypto­

Procedures for the execution of in-

(1) Enter change in document.

(2) Fill in record of correction space in basic publication.

691 17

On return of signed receipt, make appropriate notation on items 
register.

(1) Units serviced by office of record and issue other than USASCC will 
accomplish the inventory of cryptomaterial as follows: 
custodian and witnessing officer will--

(c) Sign all copies of the possession report and forward the number 
of copies required by the appropriate situation number (app) to 
the office of record and issue.

a preprinted

(a) Physically check the inventory against the Cryptomaterial Items 
Register.

£. Destruction of Cryptomaterial. See AR 380-40. After the cryptomaterial 
has been destroyed, but prior to forwarding the destruction reports (original 
and copy) to the office of record and issue, the cryptocustodian will record 
the destruction date on the Cryptomaterial Items Register.
the destruction report will be filed in the accounting reports file.

(b) Prepare possession reports in quantity required by the appropriate 
situation number (app).

e. Flyleaf Receipts. A flyleaf receipt which is included in each change, 
will be completed whenever a change to a basic publication is made. Crypto­
accounts, such as major service schools, may execute DA Form 2010 (Consolidated 
Flyleaf Receipt) in lieu of individual flyleaf receipt in those instances where 
the activity holds five or more copies of the publication being changed. If a 
Consolidated Flyleaf Receipt is executed, the flyleaf receipts contained in 
the change will be destroyed as residue, 
dividual flyleaf receipts are as follows:

(2) Units serviced directly by USASCC will be furnished with 
manifold listing (DA Form 223-1) of all accountable material on hand 
or en route to their crypto-account as of the end of their reporting 
period. A complete physical inventory will be made and checked 
against the listing, the report will be signed, and the original and 
one copy will be returned to USASCC. Where the report consists of 
multiple pages only the last page will be signed. A file copy of 
the report will be retained by the unit for inclusion in the account­
ing reports file. Any transaction (transfers, destruction, etc.) oc­
curring after the reporting period will not be deleted from the 
report.



Other organizations

to the office of

(5) File the second copy in the accounting reports file.

temporary recipient.

34. CRYPTOLOG1STIC INSPECTIONS

4

35. USASCC INSPECTIONS

36. SCHEDULING

18691

In accordance with AR 1-200, USASCC inspections will be scheduled where 
possible, to coincide with other inspections of crypto facilities.

(3) Destroy residue of change and sign all copies of the flyleaf receipt.
(The third copy is required only for organizations which are served 
by USASCC as their office of record and issue.
will destroy the third copy.)

Inspections are conducted to insure that cryptomaterial is stored, distrib­
uted, and accounted for and that crypto-equipment is maintained and operated 
in accordance with Department of the Army regulations and directives.

g. T emp or ary Transfers. Cryptomaterial issued on a temporary basis, usually 
not to exceed 48 hours, will be controlled by temporary receipts. Temporary 
receipts (fig 4) may also take the form of memorandums or log book entries. 
Temporary receipts will be prepared in duplicate and will show the date, short 
title of the cryptomaterial, number of copies, register or NRA numbers, and 
the signature of the individual accepting the cryptomaterial. The duplicate 
copy will be furnished the temporary recipient; the original copy will be re­
tained by the cryptocustodian. When the cryptomaterial is returned, the 
cryptocustodian will destroy both copies of the receipt in the presence of the 

The temporary transfer will not be entered on the Crypto­
material Items Register, nor will the office of record and issue be informed 
of the transaction.

(4) Forward required copies of the flyleaf receipt 
record and issue.

Under the provisions of AR 10-128, the USASCC is responsible for conducting 
inspections of cryptologistic aspects of CONUS Army installations storing, 
distributing, accounting for, and/or maintaining communications security ma­
terial as set forth in paragraph 14, AR 750-610. These inspections are con­
ducted as often as personnel resources permit, but not more than once a year 
and are separate and distinct from command and USASA inspections.

(6) In the event nonregistered accountable (NRA) changes are received 
minus flyleaf receipt, the destruction of the residue of the change 
will be reported on the next regular destruction report with a nota­
tion in the remarks column to this effect.

Change in Cryptocustodian. Whenever a change of cryptocustodians occurs, 
the old and net; cryptocustodians will jointly inventory all accountable crypto­
material in the same manner prescribed in d above for a regular inventory 
except that a transfer report is prepared and both the new and the old crypto­
custodians will sign the report.



37. CONDUCT OF INSPECTIONS

<s

19691

b. Inspection of all COMSEC equipment, files and maintenance practices and 
procedures in accordance with regulations in the AR 750-series.

e. Inspection of all records pertaining to the inventory control, distribu­
tion, and accounting of cryptomaterial to insure procedures outlined in these 
regulations are being complied with.

d. Evaluation of procedures used in appointing cryptocustodians, alternate 
cryptocustodians or any matters relative to custodianship.

_a. Interview with assigned maintenance personnel, to determine the status 
of training on COMSEC equipment.

£. Examination of supply files to determine familiarity with proper requi­
sitioning procedures and correct channels of cryptologistic supply.

Inspections will be conducted in accordance with procedures established by 
the Commanding Officer, USASCC. Personnel conducting such inspections will be 
thoroughly qualified in procedures, regulations, and practices concerning ac­
counting, distribution, supply, and maintenance of COMSEC activities, and will 
be cleared for access to the highest classification and most restrictive class 
of cryptomaterial to be viewed. The inspections will include but not be re­
stricted to the following:



APPENDIX

ACCOUNTING REPORT CHARTS

691 20

4. Organizations receiving cryptomaterial direct from Headquarters, USASCC, 
will follow the instructions for units under a CIO, and should consider Head­
quarters, USASCC, as the CIO listed on the chart.

3. Accounting report channels will normally be the same as distribution 
channels, but in reverse order.

1. The accounting reports chart in this appendix explains the application 
of the various types of reports and the consolidated forms required in crypto­
accounting .

5. The chart shows the minimum number of copies of the report required.
In addition, a suspense file of transfer reports covering material en route 
will be maintained. Consequently, an extra copy of each transfer report will 
be prepared and retained in the suspense file until the signed copy has been 
received.

2. To use the accounting reports chart locate the description which applies 
in the situation column; place an X in the appropriate block on the multi­
purpose report, DA Form 223, corresponding to the type of report required; 
make out the required number of copies as directed in the succeeding columns; 
check the accomplished form against the chart; and sign the appropriate sec­
tion on the reverse of the report. If an accounting situation arises which 
is not covered by the chart, apply the general rules as closely as judgment 
and circumstances permit.
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3

COURIER SYSTEMDATE SHIPPEDPACKAGE NUMBER ACCOUNT HUUDER

17 Jan 57SSS 37236 3265 3 Jan 57 ARFCOS
17 Jan 57SSS 3723? h Jan 573222 ARFCOS

2002
Figure 1. Shipping log (UNCLASSIFIED).
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DATE DA FORM 221

RETURNED

CRYPTOMATERIAL SHIPPING LOG
CAR M0-&)



CURRENT INVENTORY RECORD (CRYPTOUATER1AL)
FGH-L

Used with KAR-l?

8315 Oct 5615 Jul 56 17 101-117loo 101-200
2 Nov 56 5. 118-122 78
15 Dec 56 12 123-13U

r
SIGNATURE OF CUSTODIANDATE OF OBSTRUCTION

135-200 20 February 1957 Stun Jones, Capt, SjgO

)A .J5W,2OO3

29

REGISTER OR 
NBA NUMBERS

REGISTER OR 
MRA NUMBERS OM MAMO

Figure 2. Current Inventory Record for use by Command Issuing Offices 
and Distribution Authorities,

SIOMATUI 
MARINO

DATE 
STOREO

EFFECTIVE OATS

1 January 1957

■ITKORABM

20 February 195?
NUMBER 

or copies

RESISTER OR NRA 
NUMBERS DESTROYED

ire or PERSON 
I WITHDRAWAL

STOREO BY

TYPED OR PRINTED NAME AND 
GRADE OF CUSTODIAN

NUMBER 
OF COPIES



OATC

January 1957
PO1TKOREGISTER OR SIOMATURESNORT TITLE QUANTITY (t*nmHRA NUMBERS

101-11717ABC-lj

10-15; 2O-J$EFG-9 22

DA FORM 2004
Figure 3. Documents Removed Record.

30

DOCUMENTS REMOVED RECORD (CRTCTOUATCR1AL)
(A* »*-*>>



PoATa

1 January 195?

nROir-Tun on maa numbersSHORT TITLE

APC-1953

e

BltttlVfWO HgAMUAHTIKXHt OFHCrt

1 hav* fa »7 poaerwlM. m4 teoU HjMtf rMpouBite for, tko crrpl<xut*rU2 lUloJ abiv©:

Figure /h Temporary receipt jor cryptomaterial.

31

h
/////////////// / Nothing Follows

to. Publication Unit
Hq. U. S. Army Security Agency
Arlington Holl Station
Arlington 12, Virginia
ATTENTION: Captain John Higgins

7-10
//////////////////

• IOHATUROTYPED NAME ANO ORAOK OF FUUON 
RCCatVMO CRVFTOMATBIUAL

John Higgins, Captain, InT

a’jman 
OP COPIES

HAHD HECeiPT FOR CRYPTOHATESIXL 
fC&ocA AU Doctscwifo Ccrofallf)

(Alt 3OO-CJ)
PRCSi

Custodian (Acct 900)

■ KCTI9H. MAMCH, 
DIVM1M*Publication Unit

)A>«H>idO5



c

FROM.
992

humosrs
QU ANTI TV REMARKS

/T

oatc or »t»ORi (D»r.

2 75937 31 December 1956
DA>-‘'“..223 PREVIOUS IOITIOH1 or THU KORM ARC OBSOLETE.

Figure 5. Quarterly possession report submitted by storage unit (CIO).

32

Cansand loaning Office 
U. S. Army Europe

50
40
15
15
15

24
11

4
4
4

REPORTS CONTROL SYMBOL 
SIG ■ Ul

REPORT OF CRYPTOMATERIAL
I AR SB0-4I)

ABC-2 
E7-T-3 
DGC-4 
HJK-5 
L!'0-6

27
30
12
12
12 , 

////////////////////////////////////Nothing Follows///////////'////////////////////////

! I cio'OA/rAio transfer

' I DESTRUCTION

□TRAN.rCR

POSICSSIOH
' _J CONIOLIOATCO OCSTRUCTIOM 

I I CONIOl.IO.TCO "OTICTTION

Ccananding Officer 
16th Signal Detachment (Service) 
London, England
ATTN: Major George Smith



TRANSFER

THE MATERIAL LISTED ON THE REVERSE WAS TRANSFERRED THE MATERIAL LISTED ON THE REVERSE HAS BEEN RECEIVED

UNIT artrf Mail Adrfraaa>

STOOIAN (Slt"*tun>TR AHSFCRRIHG

rrrto name. grade. ano arm or service TTP CO M AM|

OATC RECEIVED ACCOUNT NUMBER

POSSESSION

C RYPTOCUSTOOIAN (Sltn^un)

TYPED NAMI

John Doa, Capt.^ SIGC Willlaa Jonas, 2d Lt, SIGC
DESTRUCTION

TVPCO NAMI GRADE. ANO ARM OR ICHVICC

CONSOLIDATED POSSESSION

A SPOT CHECK Or THU REPORT MAS BEEN MADE Or

OFFICER IN C“ARGC ^S<»na,«/a)

T YR CO NAMI GRADE, AMD ARM OH SERVICE

CONSOLIDATED DESTRUCTION

A SPOT CHECK OF THIS REPORT HAS BEEN MADE BY

«
GRADE. AMO ARM OR SERVICE

Figure 5—Continued.

33

THE MATERIAL LISTED ON THE REVERSE HAS DEEM 
DESTROYED IN ACCORDANCE WITH CURRENT REGULATIONS

A PHYSICAL INVENTORY OF THE MATERIAL 
LISTED OH THE REVERSE WAS MADE OY

THE MATERIAL LISTED OH THE REVERSE 
CONSTITUTES A COMPLETE INVENTORY

DESTRUCTION OS THE MATERIAL LISTED 
ON THE REVERSE WAS WITNESSED BY

ACCOUNTING OFFICVH (llfntlun)

THE MATERIAL LISTED OH THE REVERSE IS A 
CONSOLIDATION OF DESTRUCTION REPORTS SUOMI.TED 

BY ORGANIZATIONS SUPPORTED OY THIS OFFICE

RECEIVING CUSTODIAN

SIGNATURES 
(U»* appllc*bJw iiclloif)



FROM. TYPE or REPORT992

!ajor George Saith
TCh

QUANTITY REMARKS

VOUCHER NUMBER

37 67845 20 January 1957
DA ■■"“••223

Figure 6. Destruction report submitted by storage unit (CIO).

34

NUMBERS

RCOINHIHC

Coma nd loaning Office 
U. S. Array Europe

HEPOHT3 CO.trnOL 3YH3OL 
310- /M

77 
13
1 
60 
77

100
15
50 

100 
100

24
3
1 oa
2 ea
24

2
1,2

REPORT OF CRYPTOHATERIAL 
(AJt 3t0 1)

[ | CIO'Ol'FAIO TRANSFER
|_X) OIITXUC TIOH

□ •
| ] FOIIIIIION

( 1 CONSOLIDATED OEITRUCTION

[ | CONIOLIDA T CO PO31C,,IOH

Commanding Officer
16’-h Signal Detachment (Service)
London, England
ATTNi Major George Saith

ADH-5
HZI-4
KAT-LM
KAT-LM
ZQV-1 ... __ _
/////////////////////////////Z ////Homing Foil >».////, //////, ////////////////////////



THE MATERIAL LISTED ON THE REVERSE BAS TRANSFERRED THE MATEO* *L LUTED OH THE NEVER!*. HAS DEEN RCCSIVEO

UNIT (DMI^allM tr.d/'nll AJO-nt/

TR ANaFCRNINO CUSTODIAN (3l&alurv)

TYRED NAME. GRADS. AMO ARM OR aHRVICK AHO ARM on urnvicc

ACCOUNT NUMBER DATE RECEIVED ACCOUNT NUUCCIl

POSSESSOR

CRTPTOCU3TODIAM (Sltnfun) KlTHCtt (SiS^ftun)

i
TYPED NAME, OR AOK, ARMOR ICRYICK

DE5TRUC lOrt

s

or to a. aho arm" oh nm viceTYPED NAME, GRADE. AMO ARM On SERVICE

John Poa9 Cupt, SIC-G

A SPOT CHECK OF THIS REPORT MAS SEN MADE CY
OFFICER IM CMAROK (£JEnxrwr»>*

TYFKO NAMC. RRAOa. AHO ARM OR 3CHVICF.rvrao NAMC. ORADE. ANO ARM OR SERVICE

COtlSOUPATSP pg>TRucno.;

A SPOT CHECK Of THIS REPORT HA6 KEEN MADE CT

officer in CMAAar. (Jicrsiurrj(ttltnatorICCOI

19
TYPED NAME. GRADS, AND ARM OR SERVICE

Figure 6—Continued.

35

AL IIIVENTO Y OF THE MATERIAL 
ON THE REVERSE WAS MAOS OY

’ MATERIAL LISTED OH THE REVERSE HAS OEEH 
IYED IM ACCORDANCE WITH CURRENT REGULATIONS

___________________ Ullliea A. Jonop. J-ni Lt, SIGC 
CONSOLIDATED PC! SC SUS?!

A PHY1ICAI 
LISTED O

THE 
DESTROY

ACCOUNTING OFFICER (3H)natWt>

tlGHATURCS 
(Uto appHcvbt* aictirji)

TRANSFEU

ITTED

OESTR. CTIC 
ON 1 HC H

nccciviHO cui lot- an

THE MATERIAL LI TEO ON THZ REVERSE 
CONSTITUTE! - COMPLETE I* VCHOPY

TYPED NAME? GAaO*. AND ARM ON SSRVICU

ION OF THE MATERIAL LISTED 
J VERSE WAS W T CSItDOY

THE MATERIAL LISTED OH THE REVERSE IS A 
CONSOLIDATION OF DCSTRUC ION REPORTS SUBMIT

BY ORGANIZATIONS SUPPORTED DY THU OFF1CI



PROIU

999

TO. 998

Jonoa

QUANTITY REMARKS

NRA

19 34226 17 January 1957

Figure 7. Transfer

36

ACD-4
QEC-64
QED-65!/////,

17
17

2

----— 2 ----//////////l///////////////////;////^^ ^\^////;//////i ///////i/////i/////i//i/

REPORTS CONTROL SYMBOLREPORT OF CRYPTO.MATER1AL 
gv? .w-in

>IU OCRS

RING ENDING

18
18

|VOUCHt.n HUMBER

! I CIO/OA/FAIO

| IOEITRUCTION

EJtRAN.PER

O ROI.EHION

I | CONIOLIO4TCO DESTRUCTION

' | COHIOLIOATtO PC<<E<S1ON

CcEffianding Officer 
Southwestern Base Section 
APO 1775, US Amy 
ATTN: Capto Roy M.

report, CIO to using unit.

TYPE Of REPORTCtXEzandlng Officer
16th Signal Detachment (Service) 
FPO 66, Iff, NY



TRANSFER

THE MATERIAL LISTED OH THE REVERSE WAS TRANSFERRED THE MATERIAL LISTED OH THE REVERSE HAS DEEM RECEIVED

RCCCIVINO CUfTOOIAH (UfyKura)

Roy H. Jones, Capt., SIGCGoergo Snith, Major, SIGC
DATE RCCKIVCO ACCOUNT HUMSCA

9981 February 1957999
POSSESSION

fSI,n«rur«>

DESTRUCTION

focutrooi an

O A SERVICE

CONSOLIDATED POSSESSION

A SPOT CHECK OF THIS REPORT HAS DEEN MADE OY

CRAQC, AND AMMON SERVICE

CONSOLIDATED DESTRUCTION

A SPOT CHECK OF THIS REPORT HAS BEEN MADE BY

orncts IN chance

Figure 7—Continued.

37

THE MATERIAL LISTED OH THE REVERSE 
CONSTITUTES A COMPLETE INVENTORY

A PHYSICAL INVENTORY OF THt MATERIAL 
LISTED ON THE REVERSE WAS MADE DY

CMVMTOCUS’OOIAN (Slfn.furw)

THE MATERIAL LISTEOOH THE REVERSE HASOEEN 
DESTROYED IN ACCORDANCE WITH CURRENT REGULATIONS

, APO 1775 
Jone 3

THE MATERIAL LISTED On THE REVERSE IS A 
CONSOLIDATION OF DESTRUCTION REPORTS SUBMITTED 

DY ORGANIZATIONS SUPPORTED DY THIS OFFICE

DESTRUCTION OF THE MATERIAL LISTED 
ON THE REVERSE WAS WITNESSED OY

SIGNATURES 
(Uta appttcabla taction)

CO 16th Signal Detachcent (Service) 
FPO 66, NY, NY ATTN: Major Snlth

CO Southvoetern Base Section, 
US Army, ATTN: Capt. Roy M. .



O«COCT MO*MAY JUN

ABC-h
ACCOUNT

EDITION F uEA B C D
QUANTITY 87 9 79 9 1 7

b h h326h U 3 3 3.

3265 22 3 3 3 2 22

3267 1 2 2 22 2 2 2

DA. :s??,2006
Figure 8. Allocation record.

38

Conrnanding Officer
Southern Area Coimand

Commanding Officer 
Western Base Section

Commanding General 
17th Infantry Division

CRYPTOMATCaiAL ALLOCATION RECORD
CAM Jf~43)



TOTALBATE 
RECEIVED aassjEDITION RESARKB

1 Sep <7 h1 Feb 57 1 Mar 57 150 5020 Oct $7 200

J1 "ar 57 -h 1 Apr 571 Oct 57 L20 Nov 57 150 5o200

Figure 9. Distribution summary record.

39

MYTHOLOGICAL OEilSHATON

ZEUSABC
A»SOCI»T«O ECUIFMSMT

DCCR CAP
EFFECTIVE 

DATE
DESTRUCTION 

DATE JSSS-

REMARK*

For issue to hOOb Inf Div
PROPOSED
DATE OF 

DltTRinUTIOM

Iheibrvk AUCCIATEO ecaiipmemt 

I HR,-!

DATS-.. 2007

CRYPTOMATERIAL DISTRIDUTIOH SUMMARY RECORD 
___________________ ____________ (Mt 3»-M) 

[INFORMATION DOCUMENT* 
| QDY ZPR-1
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TRANSFERRED TO
DATE ISSUED REMARKSEDITION

DATE ACCOUNT NO.

22 Jan 57 1 Feb 57 1359123k

©A PREVIOUS EDITIONS OF THIS FORM ARE OBSOLETE.

41

Figure 11. Holder record for use by COMSEC regional issuing offices, command issuing 
offices, field army issuing offices, and distribution authorities.

ACCOUNTABLE 
NO. OR qty.

DATE 
DESTROYED

CRYPTOMATERIAL ACCOUNTS RECORD 
(AR 380-41)

ACCOUNT NUMBER

1357

, KLRM6, 2@©9

SHORT TITLE

MAB-17



•fFROX
TYPE or REPORT99B

T Ch

911

QUANTITY REMARKS

r
SITUATION HUMBER «ol>chi« number

22,23,24, or 25 26987 25 January 1957
DA'?*-“..223

Figure It. Transfer report between using units.

42

NUMBERS 

0CBINNINO

QZP-77
ZVY-89

2
2

REPORT5 CONTROL 3YH3OL 
SIO- 111

146 : 147
189 ■ 190 

////i////l////i/////l/////////l/////^  ̂FoL owe//// /////// ////////////////////////

REPORT OF CRYPTOWATERIAL 
CAR JSO-S1J

* I CIO'OA'PAIO TRANSFER□ OESTRUC TION
f~Zl TRANSFER□ FOSSESSIOH
I I comouo* TEO OBSTRUCTION□ CO»>OLIO*r<0 POSSESSION

Coma nd Ing General 
Northern Comaand 
APO 1667, US Army 
ATTN: Major Jerry Leula

Cocaandlng Officer
Southwestern Base Section, APO 1775 
US Army, ATTN: Capt Roy M. Jones



THE MATERIAL LISTED OH THE REVERSE WAS TRANSFERRED THE MATERIAL LISTED OH THE REVERSE HAS BEEN RECEIVED

TR AXIFCRRIHC CUITOOIAH (jlftun) RECEIVING CUSTODIAN (Ufurt)

Jerry Lewia, Major SIGCRoy M. Jonoo, Ca^t.. SIGC
ACCOUNT ACCOUNT NUMBER

998 9111 February 1957
POSSESSION

WITNESS (Sltnaiurt)

>OE.

DESTRUCTION

CRVRTOCUSTODI AN (Ittnatun) witness

!D

CONSOLIDATED POSSESSION

A SPOT CHECK OP THIS REPORT HAS BEEN MADE BY

CONSOLIDATED DESTRUCTION

A SPOT CHECK OF THIS REPORT NAS BEEN MADE BYED

OFFICER IM CHARGEACCOUNTING OFFICER

5

Figure 12—Continued.

43

DESTRUCTION OF THE MATERIAL LISTED 
OH THE REVERSE WAS WITNESSED OY

THE MATERIAL LISTED ON THE REVERSE HAS DEEN 
DESTROYED IN ACCORDANCE WITH CURRENT REGULATIONS

CG Northern Command, APO 1667 
US Amy, ATTN: Major Jerry Lovis

I ST ED ON THE REVERSE 
COMPLETE INVENTORY

THE MATERIAL Lil 
CONSTITUTES A C

ACCOUNTING OFFICER

A * » tS.CAL INVENTORY OP THE MATERIAL 
LISTED ON THE REVERSE WAS MADE BY

CRVPTOCUSTOOIAM (3'*IMu>w>

CO SouthweBtern Bane Section, APO 1775 
US Army, ATTN: Capt Roy K. Joneu

SIGNATURES 
(Vu» •ppllctbtt ••client

TRANSFER

YHE MATERIAL LISTED ON THE REVERSE IS A 
CONSOLIDATION OP DESTRUCTION ' SPORTS SUOMIV1 

BY ORGANIZATIONS SUPPORTED BY THIS OFFICE



i

FROM. TYPE OF HtPQBT

999

n
T Ch

QUANTITY REMARK!

1,2

17 or 18 987634 30 January 1957

DA.’.1".“..223 RRivioui coition! or this ro»u arc oaiouCTt

44

AQZ -8
BRY-1
KAT-LM

REPORTS CONTROL 3YM3OL 
SIO 131

73
100

44
23
2 ca

REPORT OF CRYPTOMATERIAL
(AR 310•«I>

VOUCHERNUWOCR

1 
51

7nri'///////i/////////////i///i////^^'^\T///i//'//T/\///i/i////////i/////////

; j ClO'OA/rAIO TRANIPCR

I ' OC1TRUCTION p
1 I CONIOUIOATCO OUTRUCTION 
rjt) CONSOUIOATCO ROIKIIIOH

Figure 13. Consolidated possession report submitted by a CIO or 
distribution authority.

Conmanding Officer
16th Signal Detachment (Service)
London, England
ATTN: Major George Smith_____ __
U.S. A S Conaunlcatlone norland
Arlington Hall Station
Arlington 12, Virginia
ATTN: SIGCR-3a

HUMOtRS

OCOIHHIHO CNOina



TRANSFER

THE MATERIAL LISTED OH THE REVERIE MAI BEEN RECEIVESTHE MATERIAL LUTED OH THE REVERSE "AS TRANSFERRED

UNIT and Mall Addraaa) UNIT (D-alfnatlon end Matt Addraaa)

RECEIVING CUSTODIAN (Slpia-

GRADE, AND ARM OR SERVICE

ACCOUNT NUMBERACCOUNT HUNGER

possession

witness (31 dealer a)CRVRTOCUSTODIAN fSItfwslurs?

DESTRUCTION

witness (Sltnature)CR VWTOCUSTOOI AN (Sltnat^a)

CONSOLIDATED POSSESSION

SPOT CHECK OF THIS REPORT HAS BEEN MADE OV

O»>iCI« IN Charge (SHnetute)

George Smith, Major, SIGCJohn P. McGregory, Capt., SIGC
CONSOLIDATED DESTRUCTION

A SPOT CHECK OF THIS REPORT HAS OEEN MADE ST

ACCOUNTING Or|

GRADE. ANp ARM OR IfRT.CC

Figure 13—Continued.

45

THE MATERIAL LISTED OH THE REVERSE 
CONSTITUTES A COMPLETE INVENTORY

DESTRUCTION OF THE MATERIAL LISTED 
ON THE REVERSE >•-S WIT:. . SSEO BY

THE MATERIAL LISTCOON THE REVERSE IS A 
CONSOLIDATION OT DESTRUCTION REPORTS SURM1TTCO 

BY ORGANIZATIONS SUPPORTED DY THIS OFFICE

PHYSICAL INVENTORY OF THE MATERIAL 
LISTED ON THE REVERSE WAS MADE BY

THE MATERIAL LISTED ON THE REVERSE IIA 2 OEEN 
DESTROYED IN ACCORDANCE WITH CURRENT REGULATIONS

ACCOUNTING OKFICCR (Slfnatura)

SIGNATURES 
(Udd applicable aectlcn)



1

:ossKr
27 Mar 591

FROM: *:

RKMARKS

1

TABBY-12 TABBY-1

I-------

I____________

S'CNATURC

27 Mar 59 T. RILEY JONES
CUSTODIAN

27 Mar 59 B. B. SMALL

DA. ""“>2010

Figure /.(. Consolidated flijlcaj receipt (UNCLASSIFIED).

46

Th*

2.
Cortziandlng Officer 
lot Ice Making Company 
Fort Cold Spot, Akaala

AW-2 
BGD-1A 
G0LM0C-1C 
OAK-2 3

CRYPTOHAT ERIAL CONSOLIDATED FLYLEAF RECEIPT 
(An .UO-IO)

TO. Cotrmandii
U. S. A

INSERTED IhTO 
(Shett Tltl»)

AVP-2
BGD-LA

J G0LM0C-1C
’i OAK-23

.ng Officer 
S: C< C

Arlington Hall Station
Arlington 12t Virginia

CHANCE
number

1

Records on file at thia h«adquartera indicate that the a 
documents and that the residue at each change has been deatroyr

ItVRCO OR RRIKTCO NAME ANO OAanlC

REGISTER OR 
NRA NUMBERS

~HKA 1

zczzzz
14_________ i

1E1

REGISTER OR 
HR* NUMBERS

2
321_______
12

i 42
[143_____s

z-------- -------- -------------
ACCOUNTING OFFICER

above Hated chan^ea have been Inserted Into the basic 
yed by burning



1 July 1957
■u*aRiiou AUTHORITY

XYZ 71
ACCOUMTIMQ RKCOHD

LOC ATK1H OATS RKCKIVaO
VOUCHER HO.

TTTBVL2l»0 30 Apr 57

15 AuK 57L2!>1

DA^?"2O11 »»«VIOU« aOITWH OF THIS FORM l> OBWLSTl

Figure 15. Items register (using unit).

•*
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OIITAOYKO
RKOIBT KR OR

CRYPTOiUTERIAL ITEMS REGISTER (Z/oirtf «?«0 
(AK 3t0~(0)

__________ ‘XYZ 72
■ FFCCTIVK OATS

OFFlca OF RBCORO 

________ USASC C________
• CHJDUt.ro OHTAUCTIOH OATS

__________20 August 1957

OATS RKCKIvaol

VOUCH1R NO

1 Mar 57 
976914

1 Hfti*
—67691T-

CHJDUt.ro


REPORT OF CRYPTOMATERIAL 
(AR 310-41)

FROM.
948

REMARKS

n
VOUCMCH NUMBER

26 or 27 35786 1 March 1957
DA'-°"“-223

Figure 16. Transfer between custodians of using unit.
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MUROCAJ

Carrand Ing General
Fort Buffalo
Falla Church, Virginia

1
1
2
1
3

This report covers 
change of custodians. 
New custodian is 
cleared and his service 
number is 0-1234567.

RCI'ORTS CONTROL SYHOOL 
310-131 

17
44

5
5

77

17
44
6
5

79

Z] CIO'OA'FAIO T

U.S. A S Ccennunlcationa Coonand
Arlington Hall Station
Arlington 12, Virginia
ATTN: SIGCR-3a

ABC
EKR-1
LAD
OKZ-1
FQB . . , „ ______ ______
STR 77 ■ 77 1
///////////////////////////////‘'///Nothing //////.'I//////////////:///////'//

IOUIOATIO OEITRUCTIOH

1 I C ONJOL 10 A T r. O POUCUION



r

THE MATERIAL LISTED OH THE REVERSE WAS TRANSFERRED THE MATERIAL LISTED OH THE REVERSE HAS BEEN RECEIVED

UNIT (Deal£naUon and Mtll Adfrtul

Fort Buffalo, Folia Church, Virginia Fort Buffalo, Falls Church, Virginia

RKCKIVIHC CUITODIAH <SIA»*<vr»>

AHO ARMOR AKRVICC

Roy M. Roo, Copt., INF Green, 2d Lt, SIGCRobert
ACCOUNT NUMBER ACCOUNT NUMBER

948 9481 March 1957
POSSESSION

C RT w T OCU1TOOI AH (Sl&atura) niTNEaa (SMnaiura;

DESTRUCTION

CRVFTOCUITOOl AM (Slfnaliaa) wITHEaa (Signature)

TTPEO NAME. GRADE. ANO ARM OR SERVICE

CONSOLIDATED POSSESSION

A SPOT CHECK OF THIS REPORT HAS BEEN MADE OY

OFFICER IN charge (Slgnatura)

CONSOLIDATED DESTRUCTION

A SPOT CHECK OF THIS REPORT HAS BEEN MADE BY

ACCOUNTING OFFICER fS<«nalura> OFFICER IN c mar a C (Sitnature)

ANO ARM OR SERVICE

Figure 16—Continued.

49

THE MATERIAL LISTED ON THE REVERSE HAS BEEN 
DESTROYED IN ACCORDANCE WITH CURRENT REGULATIONS

THE MATERIAL LISTED ON THE REVERSE IS A 
CONSOLIDATION OF DESTRUCTION REPORTS SUBMITTED 

BY ORGANIZATIONS SUPPORTED OY THIS OFFICE

A PHYSICAL INVENTORY OF THE MATERIAL 
LISTED ON THZ REVERSE WAS MADE BY

DESTRUCTION OF THE MATERIAL LISTED 
OH THE REVERSE WAS WITNESSED OY

ACCOUNTINO OFFICER (Signature)

unit (D»«/fnar/on an J Mail Addreae)

SIGNATURES 
(Van applicable aectlon)

TRANSFER

THE MATERIAL LISTED ON THE REVERSE 
CONSTITUTES A COMPLETE INVENTORY



FROK« TYPE Or REPORT

948

REMARKSQUANTITY

2

VOUCHER■ ITVkriOH HUU«<" o»ri or rkpor t (U,r. MonP

34, 35 or 36 29676 1 March 1957

DA ^“..223 rncviou, coition, or thi, porm arc □•iolcii.

Figure 17. Destruction report of using unit.
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CDY
SDB
SDB
TDJ 
KAY-AT

14 
3 
6 
2 
3

KEPORTS CONTROL SYMBOL.
HO- ISS

14
3
6
2
8

U.S, 
Arlii

| | CIO'OA/rAIO TR*N»rCR

|~zl OJITRVCTIOH

□TRAN.rCR

| I rOIKHION

( I COMSOLIOATCO OBITHUCriOH

|~ ) COHIOLIOATCO POIUHIOH

A S'. Corzjtunicationo C crura nd 
.ngton Hall Station

Arlington 12, Virginia
ATTN: SIGCR-3n

REPORT OF CRYPTOMATERIAL 
(AM 

Comuindiug General
Fort Buffalo
Falla Church, Virginia

1 
1
1 
1

____  . _ _ 6 ////////////////////////////// '////Hothlne Poll =»//// 7/////}////////////////////////

NUMBERS_______
REOIHHIMO* CNOINO



TH< MATERIAL LISTED ON THE REVERSE WAS TRANSFERRED THE MATERIAL LISTED ON THZ REVERIE HAS BEEN RECEIVED

UNIT (D»MStMIar fMm.ii Unit (Dualfnallan mMHAI

TRANtPCRRlHS CUSTODIAN (3tgn»tvr») nscdviHa custodian

ACCOUNT NVUSIR OATS RCCKIVKO ACCOUNT NUMRAR

POSSESSION

CRVNTOCUBTOOIAN tltfoMt)

DESTRUCTION

CRTRTOCUSTODIAN

Roy M. Roe, Capt., INFRobert A« Green 2d Lt., SIGC
CONSOLIDATED POSSESSION

A SPOT CHECK OF THIS REPORT HAS BEEN MADE BY
OFFICER IN CHARSK <Sl4k>«narsJ

TIHD NAME, ORAOK. AMO ARM OR SERVICE

CONSOLIDATED DESTRUCTION

A SPOT CHECK OF THIS REPORT HAS BEEN MADE BY
3

OFFICER IN CHASQC (Slfnatun)

Figure 17—Continued.
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ST CO ON THE REVERSE HAS BEEN 
(DANCE WITH CURRENT REGULATIONS

PHYSICAl 
LISTED C

DES1 
os

THE MATERIAL LISI 
DESTROYED IM ACCORD

rstsnwvraj ———

AL INVENTORY OF THE MATERIAL
OH THE REVERSE MAS MADE DY

STRUCTION OF THE MATERIAL LISTED 
IN THE REVERSE WAS WITNESSED BY

THE MATERIAL LISTED DM THE REVERSE 
CONSTITUTES A COMPLETE INVENTORY

SIGNATURES 
n/»« AppHcwM* auction)

TRANSFER

THE MATERIAL LISTED ON THE REVERSE tS A 
CONSOLIDATION OF DESTRUCTION REPORTS SUBMITTED

□ Y ORGANIZATIONS SUPPORTED BY THIS OF FICE



1

5

3
PROHi 948

TO.

TAPE/PAO1 
REGISTER 

MUMPER
TITLE REMARKSQUANTITY

»Wfl;

tl

1,2, or 3 87645 31 March 1957

DA>'°*‘I„223 pabeb

Figure 18. Quarterly report from using unit.
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Com a nd Ing General
Tort Buffalo
Falla Church, Virginia

952
1
11
1

10 
5 
4 
5

11 
2

2
135
1
2»///Z //////; ////////////////////////

CZR 
EAG 
FOI 
HOT 
UPT 
WOT ,

Foil

REPORT OF CRYPTOMATERIAL
______________fAR 310-41)___________ __

U.S. k S Ccaaunloationa Command:
Arlington Hall Station
Arlington 12, Virginia
ATTNi SIGCR-3a

| | CIO'OA/PAIO TRAM,P<R
(~ | OKITRUCTION

| |TRANIPKR
CD POS.E.I.OM

[ ] COHIOUIDATIO OBBTRUCTtOH

[ | COM1OI.IOATK0 PO»««»,ION

_________NUMBERS_______
B«aiNHIHO j ENOIMO

|KKPORT3CONTROL SYMBOL
I____________ SIQ’lJt

TYPE OE REPORT
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ACCOUNT NUMBERSIGNATURE

TYPED NAME GRADE

SigCMaj or
TOP SECRET SECRET

XFINAL
APPOINTING AUTHORITY INTERIM

WAIVER25_H E ADQUARTERS

2t DATE CERTIFIED TAG

MAILING ADDRESS FOR CORRESPONDENCE

ATTN: D.C.
Washington 25, D,C,

SERVICE/ BRANCHSERVICE NUMBERGRADE

Col 0125068 OrdC
!M 2012, 1 JUN 40 CPO : 1910 0 — 554107

Figure 20. Signature form (UNCLASSIFIED).
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COMMANDING GENERAL
MAJOR JOSEPH 3 c JONES

TYPE 
CLEAR­
ANCE

ASA
SPECI A L ORDERS NO. 7

—SsiGNATU:LI
DA Fl

062207

991
SERVICE/BRANCH

, APPOINTMENT QF CRYPTOCUSTODIAN OR ALTERNATE (AR 380-41)

Joseph B. Jones __________
TYPED NAME OF OFFICER RELIEVED

David H. Brown

Hot CRY PT ©CUSTODIAN

 ALTERNATE  ...  3*  3d 

SERVICE NUMBER

Commanding General 
Washington 25,

Headquarters
Washington ?5r D, C.____

I EFFECTIVE DATE 30 Mat 6J, 
RECEIVING AOORESS FOR C R Y P TOMA T ER I A L I
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